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remaining in a product. If user database servers 145 and/or 
ypm library 150 determine that a user has insufficient time 
remaining in a purchased product to consume the requested 
streaming media file or that the user has not purchased a 
product that includes the requested streaming media file, this 5 
information will be communicated to mediaframe servers 
140 (or alternatively to property web servers 130). The 
mediaframe servers (or alternatively property web servers 
130) contain business logic code t hat pro mpts the property 
web server to publish a page on the |users [ browser with a link to 
to an ordering server 155. If the user clicks the link to 
ordering server 155, the ordering server publishes an order- 
ing page on the client browser with prompts for a user to 
purchase various products that include the requested stream- 
ing media file. 15 

According to another embodiment, the mediaframe serv- 
ers (or property web servers) command the ordering server 
to publish the ordering page eliminating the need for a user 
to click a link to the ordering page. Product information 
published on an ordering page is provided to the ordering 20 
server by billing system 135, which creates and stores 
available products. If a product is purchased, an account will 
be established for the user in user database server 145. 

Once it is determined that the user has sufficient band- 
width to receive the requested streaming media file and has 25 
paid for a product containing the requested streaming media 
file, mediaframe servers 140 prepare a presentation for the 
user. The presentation includes the delivery of a media 
player to the user and the delivery of a URL that points the 
media player to the location of the streaming media file in 30 
streaming servers 115. In the delivery of the media player, 
the mediaframe servers publish a page on the user's browser 
with a frame set that includes a display screen for the media 
player and, if necessary, sets appropriate ActiveX controls 
on the web page. 35 

According to an alternate embodiment, if the property 
servers determine the user has purchased a product contain- 
ing the requested streaming media file and determine the 
product has sufficient time remaining to view the requested 
streaming media file, the property servers publish a web 40 
page on the client browser with a URL that points to the 
mediaframe servers. The mediaframe servers verify the 



the ticket and performs a load balancing step. One load 
balancing approach streams media file from a variety of 
streaming servers 115 distributed across a variety of geo- 
graphical locations. This redundancy of streaming servers, 
typically referred to as computer server clustering, provides 
that the streaming media file will not be interrupted should 
one of the streaming servers or network links fail. Redun- 
dancy of streaming servers 115 also allows users receiving 
streaming media files from streaming servers 115 to be 
served faster in the same amount of time. According to some 
embodiments, streaming servers 115 also run failover opera- 
tions to help ensure streaming is not interrupted if one the 
streaming servers fails or is scheduled for down time. 

In addition to having a ticket, the URL pushed from client 
media player 110 to playlist servers 160 contains a message 
authentication code (MAC) to ensure the authenticity of the 
URL. The use of the MAC provides that a clever user cannot 
fabricate their own URL to spoof the playlist servers and 
streaming servers into allowing the user to view streaming 
media files that the user has not paid for. The playlist servers 
are configured to verify the MAC's authenticity. If the URL 
is not authentic, the playlist servers publish a page on the 
user's browser indicating the URL is invalid. If the URL is 
authentic, playlist servers 160 push the URL with the ticket 
and M\C back to client media player 110, which in turn 
pushes the URL up to the streaming servers 115. The 
streaming servers authenticate the MAC and read the stream 
identifier to determine which streaming media file is to be 
streamed to the client media player. The streaming servers 
then stream the requested streaming media file to the client 
media player. (U.S. patent application Ser. No. 09/839,799, 
filed Apr. 19, 2001) titled MEDIA AND INFORMATION 
DISPLAY SYSTEMS AND METHODS and (U.S. patent 
application Ser. No. 09/801,439, filed Mar. 7, 2001) titled 
INFORMATION DISPLAY SYSTEM AND METHODS, 
describe a method and apparatus for implementing URLs 
having tickets and MACs to ensure URL authenticity, and 
are incorporated by reference herein for all purposes. 

Included in the presentation sent from mediaframe servers 
140 to client browser 125 is a metering URL 127 that points 
to a user meter located in the mediaframe server. The 
following is an example of a metering URL 127: 




authenticity of a MAC included in the URL, and if authentic, 
proceed to prepare and send the presentation to the user. 

The URL included in the presentation includes a ticket for 
the requested streaming media file. The ticket in turn 
includes the stream identifier assigned to the streaming 
media file by content manager 105, and might include a user 
identifier, a time stamp, and maximum validity time. If the 
ticket is not redeemed by the client browser within the 
maximum validity time, the ticket is invalidated. This pre- 
vents a user from presenting a ticket twice for the same 
streaming media file. To further prevent the user from using 
a ticket twice, the user might not permitted to receive two 
streaming media files simultaneously. 

Upon receipt of the URL, client media player 110 pushes 
the URL with the ticket onto playlist servers 160 that verify 



Metering URL 127 includes a variety of arguments that 
identify the host, the path to the meter, the meter name, and 

55 the meter description. A time stamp is also included in the 
metering URL. The time stamp may be used as a base 
reference time for measuring a time period in which the 
metering URL is valid. The metering URL also includes a 
key and MAC for authentication purposes. Subsequent to 

60 review of the present application, those of skill in the art will 
realize other useful URL arguments that may be included in 
the metering URL. 

As a streaming media file is transmitted from the stream- 
ing servers, embedded metering events embedded in the 

65 streaming media file are also transmitted from streaming 
servers 115 and received by client media player 110. The 
embedded metering events, which are transparent to the 
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4. The method of claim 2 further comprising ci 
eating a client media player from the first server to the client 

5. The method of claim 1 further comprising: 
ser account based on the decrement . 
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6. The method of claim 5 further comprising stopping the 
streaming step if the new metering URL is not communi- 
cated from the client player to the first server within a 
predetermined time. 

7. The method of claim 5 further comprising signing the 
metering URL with a message authentication code (MAC). 

8. The method of claim 7 further comprising: 
verifying the authenticity of the URL in the first server; 



15. The computer-readable storage medium of claim 14 
further comprising instructions for stopping the computing 
system from performing the operation of streaming if the 
new metering URL is not communicated from the client 
player to the first server within a predetermined time. 

16. The computer program product of claim 14 further 
comprising signing the metering URL with a message 
authentication code (MAC). 

17. The computer program product of claim 16 further 



and 

stopping the streaming step if the URL is not verified. 

9. The method of claim 7 wherein the MAC is an MD5 
hash or a SHA1 hash. 

10. A computer-readable storage medium storing com- 
puter readable instructions that cause a computing system to 
perform a plurality of operations, including: 

transmitting a metering uniform resource locator (URL) 
from a first server to a client player over a network, 
wherein the metering URL includes a timestamp as a 
base reference time for measuring a time period in 
which the metering URL is valid; 

identifying, using the metering URL, a path to a user 
meter that meters receipt of metadata embedded in the 
streaming media file at select time locations; 

streaming the streaming media file from a second server 
to the client player over the network; 

receiving an embedded metering event comprising a 
decrement amount in the streaming media file at the 
client player, wherein the embedded metering event is 
a portion of the metadata; 

appending the metering event to the metering URL by the 
client player to create a new metering URL; 

transmitting the new metering URL to the remote first 
server 

receiving the decrement amount from the new metering 
URL; and 

ticking the user meter in the first server, wherein ticking 
comprises decrementing the user meter by the decre- 

11. The computer-readable storage medium of claim 10 
wherein the metering URL is communicated over a first 
network link and the streaming media file is communicated 
over a sec ond network link. 

12. The leomputer program product] computer-readable 
storage medium of claim 10 wherein the instructions further 
cause the computing system to perform the operation of 
transmitting a second metering URL from the first server to 
the client player over the network, if the decrement amount 
is received at the user meter within the time period in which 
the metering URL is valid, wherein the second metering 
URL identifies the path to the user meter, and wherein the 
second metering URL includes a second timestamp as a 
second base reference time for measuring a second time 
period in which the second metering URL is valid. 

13. The computer-readable storage medium of claim 11 
further comprising instructions for communicating a client 
media player from the first server to the client player. 

14. The computer-readable storage medium of claim 10 
further comprising instructions for: 

decrementing 



code for verifying the authenticity of the URL in the first 
server; and 

code for stopping the code for streaming from executing 
if the URL is not verified. 

18. The computer program product of claim 16 wherein 
the MAC is an MD5 hash or a SHA1 hash. 

19. A method for streaming a streaming media file to a 
client player, the method comprising: 

transmitting a metering uniform resource locator (URL) 
20 from a first server to a client player over a network, 
wherein the metering URL includes a timestamp as a 
base reference time for measuring a time period in 
which the metering URL is valid; 
identifying, using the metering URL, a path to a user 
25 meter configured to meter receipt of metadata embed- 
ded in the streaming media file at select time locations, 
streaming the streaming media file from the first server to 

the client player over the network; 
receiving an embedded metering event comprising a 
30 decrement amount embedded in the streaming media 
file at the client player wherein the embedded metering 
event is a portion of the metadata; 
appending the metering event to the metering URL by the 
client player to create a new metering URL; 
35 transmitting the new metering URL to a remote second 

receiving the decrement amount from the new metering 
URL; and 

ticking the user meter in the second server, wherein 
40 ticking comprises decrementing the user meter by the 
decrement amount. 

20. A streaming media system for streaming a streaming 
media file from a server to a client browser for consumption 
of the steaming media file at the client browser, the system 

45 comprising: 

a client browser configured to tick a user meter that meters 
receipt of metadata embedded in the streaming media 
file at select time locations; 
a first server configured to communicate a metering 

50 uniform resource locator (URL) from the first server to 
the client browser over a network, wherein the meter- 
ing URL includes an argument that identifies a path to 
a user meter at a network location other than the client 
browser, and wherein the metering URL includes a 

55 timestamp as a base reference time for measuring a 
time period in which the metering URL is valid; and 
a second server configured to communicate the streaming 
media file from the second server to the client browser 
over the network; wherein the streaming media file 

60 includes at least one embedded metering event at a 
selected time location within the streaming media file, 
wherein the at least one embedded metering event is a 
portion of the metadata, and wherein the at least one 
embedded metering event includes a decrement amount 

65 indicating an amount of time that the user meter is to be 
decremented when ticked, and wherein the client 
browser is configured to tick the user meter in response 



